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ABSTRACT

A masquerader is someone who pretends to be another user while invading the target user's accounts, directories, or files.
The masquerade attack is the most serious computer misuse. Because, in most cases, after securing the other’s password, the
masquerader enters the computer system. The system such as IDS could not detect or response to the masquerader. The
masquerade detection is the effort to find the masquerader automatically. This system will detect the activities of a
masquerader by determining that user's activities violate a profile developed for that user with his audit data. From 1988,
there are many efforts on this topic, but the success of the efforts was limited and the performance was unsatisfactory. In
this report we propose efficient masquerade detection system using SVM which create the user profile.
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4.3 SVM E27|(SVM Trainer)

ol8¥ AEA TS BES) o] e ¢ DT UEA Ak & ARG F30 w
e SATEE ABAE AHS BFolY &4, A jﬁ :jrﬁf B TR A Enel

Audit data (50 Users)

Wil -, |

4.4 SVM ME7[(SVM Predictor)

o]FA w0l Ed} HAE HoHE o83
o £FE FASHA Hal, 3 Azl whh H A (seld)
Ee AEAREYES . nonself) 5% weks
A "k

4.5 A& EX|7|(Decision Maker)

SVM #5729 d3E o] &3H riAtoz AHF
g e Jlee Fds Dok B Wole)
: Mo o3 BERE e AW S AAA H7| dE
5) ol2i gk 23S 54 A= (feature selection)e|2}ir Fheh o] ARalel| wald fAbE mEe] Algo] HIgE
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Hole ZALrl wald £& 93 wEole] EA
b Bol AHgEE BWEolY Afele AMEAE
%‘f%éﬂﬂlﬂ oL BAE o] Aflth EE 543

Holg 59U AbgApe] AR 4% EA
] Ak 2% 2] gk A7 E-Ee)EE SVM 4%
71e o 79 A wrt F Fgsivia & & §l
ot ol# gt AFAEE FHE7] 5t HF A7
) HAY F997F deiekge Wxz Yz
UEA, EE 2) drjgrd d&Hoz AEAR A9
7b BAFEAE 7122 do] HEHoT P49
o} NEAHSE FEFE 7SS 3 = AR
T Nz £ dEFH1 uASY ] W=t
54 QAAE dolzihd HFHoz AEAFYY
2 AAFE AHolx, YA gechd Aoz 7=
gk o] FHFE HA7E EajM FAHo g A AY
wolz7} 7lulEe] e HlolEHE AH AMslem
g7 AgeE =Y F A3, T4 dolEs |43
Aoz zky Sl o 714 EAE A% & U
o dAAe AL H¥s FI A AYRE
Y 7 AE #Hoz A3

v. 48 o #nt
5.1 &ECI0IE

AFdolH= S0 AlEAle] WHolER FAE
ofglch 2z} Abg-be]  wWHolEL 150007) 4 ALg
A7) Qg £Aol wel Gl Uk zZH W
E2 1007) 29l B2z pEE gtk [2E 5]
M He AXE FHZE 5000009 HHeE(Hz 50
7N B2 e o AREake] welele] Hgte

Training Data Test Data (Masquerader interspersed)
1% User Data (50 ° 100) 1% User Data (100 * 100)
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10,000 Commands

| cpo shxrdb cop shxxdb mkpts env csh csh cshsh ... Is cd netscape uname uname

(23 5] 4™ HolE

2 o]FolA glom The 10,0007]2] =& o] E(1007)
2y 2 AHgAle) ool A EE ARARR
BAS] 918 509 o9l e AHgAEe) o

o aox Tage g 2 F9eiEe 1007
AEDE TRt 100/ &9 B=2o] &34
Ao HEgo] ROl e HNEHFAE BA
7| Siste] 100 WA hE B ALEAS] B
2502 s 2ok

2dE “_Eﬂ Algg 87] gt Maxiond
k2 WRe g dHelgE T3t o] |TdAMe
7 7H g 25 A8k sl “SEA data
configuration”®] 31 B T} Fil= “1 vs 49 data confi-
guration™ o]t}

L o o o i mr

« SEA data configuration

Zy AREAbe] AlE 5,000709] WHEHolE o] g3lo
2d& vksx 7 AMgALe] SlF-Ee] 10,00074] H|
olHE o|&at AP HAF

« 1 vs 49 data configuration

2 AHEAES AN AL 50009 Bl
olg3te FAE AR HAE dHelHZ AL
A5 497 9] ok AREAHE Y] AE 5000709 o]
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5.2 EF MEi(Feature Selection)
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HolEo AMEWESE AMESYTh 54 29
HE [2" 61 o83t 4Wsd ogd
(28 6]l X2t 2ol ARRAL 19] ARG &7} cpp
sh xrdb cpp sh - 2] oz e e B
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71854 "ok
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User | Windows | X; X» =+ X.; X, | Label
1 Ist 3 2 10 0 1
1 2nd 2 0 5 0 1
1 kth 2 2 3 0 -1
2 1st 6 0 9 ] -1
2 2nd 0 2 0 5 -1
50 kth 3 2 10 5 -1

Window size 7

cpp sh xrdb cpp sh xrdb mkpts env csh csh sh ... Is cd netscape uname uname
LSS ———

| sliding size 8 eloie] Bjo ~
| D J Mame | comman
1 op 1
Window size 7, sliding size 321 2 feature 0 2 e 0
user | 1|23 456 ..]9]100] label 3 |wab 1
1 [2]2[2[1]o]o]. o]0 | 4 | mkpts o |
T j1jij1j1j1j2/../0]0 1 > o Ll
< e la el = | 1 5 ' 6 tsh [
50 (oj1j{o[1]oJof.]o]l 1]
99 | netscape 0
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Window size 7, sliding size 301 31 common HE 81 feature 0
a5 99 | 100 | common [label
1]ofo ol o 4 1
112 o o 2 | 1]
1/ojo of 1 R

e 8% AR HlEe] gk
Ezé A felxe] viznrs 183
AA 7 Bds = HAHEA
g 9hEEte Aotk £ o ot

45 & vs F e 5L Adsir] g3t
?‘} 7HA EAE FriEH Heled bz 3=
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?ﬂ e WHo], 250 ALEA) HA 2 W

e SL

e ol |

i‘EI A o =

o [ﬂ,

x—cu: i
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User | Windows | X;  X» Xo—t Xae C | Label
1 Ist 3 2 7 0 3 1
1 2nd 2 0 5 0 1 1
1 kth 2 2 3 0 0 1
2 Ist 6 0 9 5 3 1
2 2nd 0 2 0 5 4 -1
50 kth 3 2 - 10 5 3 -1
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2 AEHRY 2A

ARG &xe GHE H59-3tA Hoh linear
function 793} 2+ z}4=2] polynomial function #]d
o] ARE-E 7ML HolE e EAAEE EEst=d &
3 kit 2l 24¥E& AHA RBF(Radial Ba-
sed Function) #'d-& Ad3iglal, o] AL AMEs}
o 4g4uE stk Ady 4 dEE §s)
o cross-validationd o] 838} on| HoJEe] FAl
w2} = deole e Trgle] oet Adg s 2t
52 FHder & Aotk

5.4 4% 21t

ARAANE 712 PSS $ALT At
wel A%E wmss Ageld ke 4 WA
7o) g dolrrt,

5.4.1 SEA &1}

SEA data configuration ©]83te] SVM-E #4381
A¥Adsh= [F §l0lH He Axl go] 7|Eg gx]&
& FHi 15%0)4 A= ATE EoFrh Sch-
onlaug] 71 6712 Hgle] Ay}, Z12]al Maxiond] A3
Aol vin s w SVMo] AtjH e false alarm
Z false positive®] H]-8-2 =47 misses 3, false nega-
tived] H &2 50%0)% A7 AHLE RAFET

AAEA] Al28e aHdE o F rpx Fa7 8
27F fed 3§ FEe Foln BAEL EFoof
b etk H9Y AHe F /AR FEE 2
£6 false positive$} false negative®] 5 714 24-9]
t}. false positive= H%, ¥4 L& ol4alfzt opd
g #4, T4 == oA E dAdsle ATE 9
mgich ol= 7|E9 AP A false alam©o ® FF
F HAOZ [ 8ol false alarm? 0.2 7]2x]o] gl
E RRo|th =3 false negatives T, 34 EE
ol a2zl WSt oy BAshA Rata el
Ael 2 1AE e Ao J|EATOlA missesE HA
e FE8elrh. Maxion®] AFAdAAMT AFF

7) SEA data configurationel| 411= & 5042] A}-8-2lel| o &hed
Zhzt 03] A 2] 243]9] AR akl2] d8)7) AbslE]
o] 9z o729 & Foe 2313 olrh. aER AAA
ol AREAbR mAbEo] 9l HEe] F44: 5000- 231=
4761(7N)e]c}. false alarm )&= AAPH <l ARgzate] &

2 2 % 4761709 45 3 ApsiAAty EAEY ¥
%o} 222 Hlgock

8 oi7lolAl = & 23150 Axsigae] Wsl F P
Zaj RS ouighl,

[E 8) "Cost = False Negative + False Positive'2|
=9 #4292} SEA data configurationg 0|2
3t 27 2o #9 d|w

Methods Hits(%) | Misses(%) | FA(%) | Cost

SVM 80.1 199 9.7 |296

Bayes 1-step Markov | 69.3 30.7 67 |374
N. Bayes(no Upd) 66.2 338 46 | 384
N. Bayes(Updating!) | 61.5 385 13 | 398
Hybrid Markov 493 50.7 52 53.9
IPAM 411 589 27 | 606
Uniqueness 394 60.6 1.4 | 620
Sequence Matching 36.8 63.2 37 | 669
Compression 342 65.8 50 | 708

DEAE she 3gelA UKol obd Helet SoleW A%
o2 A2E volHs Frhge mdg wsE AL Wit
g Aze FHHoIHE FHHoRH AgAY WRskE
PPt ASHoR mUY ¥+ Ak

AXE =79 A=e AT false positive HES
Hax3l A7 BRES 2O A7 A F, false
negative Hl&S Fole A& ou|ght) o3& ol

¢} o] gojd HIE(Cost: OF =ole A& 2r|dth
Cost = a(False Negative)+ f(False Positive) (2)

o] 4=9] ¥}<(ranking function)& Maxion2 Cost =
a (Misses) + [(False alarm)E FA|8H o 1 2]
© FYsich #Hde] aot f30 & =Rl oe} =)
- ohgshA 2RI, YL RS false neg-
ative®] S ZFol& Aol false positive?] S Eo|
= A Hoh $44] HoE a9b e a = RS A
Bz AAEE A7 dubHolgtn 2 4= 9o} False
positiveS FH 3 vy Frjets a=pf=10]3
[X 8lelHE ol #fe vl e HoFrh o]
g o9 F5E ARESt EW SVM, Bayes l-step
Markov, N. Bayes 92 ¢AE gza|g H|&o] F
7Fsle SVMo| AE£1471Y g@xe afFHoz A
£H5E & 5 U0k

542 1 vs 49 A}
1 vs 49 data configurationol] SVME o|&3 21&
AZ7IH FAE I Ay (X 99 gk @ AE

9) Maxion2] 7% a=1, p=62] gh& o]-E3le costm: Ak
ahdcl. Maxion2] 7]-$-ol|l= false negative alarmX.t} false
positive alarm®] 8795 6= 7Fsiedan, o] = false po-
sitive alarm®] #4279} FHojz)o| v] &S THE 3och
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(E 10) Confusion Matrix

Victim Intruder Missed Incursions
1 2 3 4 5 6 7 8 9 10
I 0(0) 0(2) 1(40) 18(47) 6(41) O(1) 5400 03) 3(50) 09 240(1296)
2 0(0) 0(0) 0(3) 03) 0(4) 0(0) 04) 0(6) 0(0) 0o(1) 13(359)
3 5(20) 00y 00 o5 1(12) oD 3316 oD 03) 0(9) 100(549)
4 8(35) 1(3) 0(2) 00) 344 00 2(36) 1(14) 048 065) 199(1110)
5 1(10) (3) 12) 1(18)  0(0) o0 6(32) 0(3) 1(34) 0(2) 244(1028)
6 0(13) 0(0) 0(0) o(1) 0(0) 0(0) 0(9) 0(0) 0(9) 0o(5) 34(212)
7 4(36) 0(3) 1(4)  1(44) 20500 0(2) 0(0) 03y 249 04 319(1299)
8 0(20) oD 02) 038 036 00 1(9) 00)  O14) OO 49(611)
9 0(37) 0(3) 02) 2(45) 3(46) O 1(4) 02) 00)  0(14) 113(1162)
10 2(9) 0(0) 02) 025 00 03) 0(14) 0O2 026 00 37(365)
Successful 103 9 34 117 221 33 121 56 49 3
Intrusions (1124)  (402) (339) (1405) (1617) (74) (1379) (360) (1359) (270)
APEE 49*50=2450719] YAl EFo] wAHY 71&29] Ao gt AuHoz AH FRH g3
T oolE ARARA) PUE UM% §A HATk f S B 5 YUDGE Aolth BE 2Y w4 54
lse positive 5, 3|9 FH HI&L 0%FTE SVME o] < Aggezy gA&S o FHID 89 3
3 A GAEL 50%0)d HAAZoH oA HE HE H23AE + g Aotk F Wz
VME ARgste aspHoz Ao mdg Uyks) SVMo] #9371y @A) angxoz 149 5
*]?] oE AMEAESY AE4e B ehy e 577 (classifier)Zhe #1S JEHTE 7o)

© EdS BEhE 3E HejFa ok

[3 10]-2 Maxion®] Confusion Matrix$} SVMS- o]
45led WHEo] 7 Confusion Matrix & YE-Z 8123}
ZAapopeltt. o7)A Holx= 2 Maxiono] 244
I} Hr} SVMS o] &3 A% oA missed intrusion(fa-
Ise negative)o] AtH oz Wol] 29088 o 4= 9k

[E 9) 1vs49 Data configurationg 0|23 A}

Methods Hits(%) FA(%)
SVM 94.74 0.00
N. Bayes (Base Result) 66.2 4.6
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10) 52217} SVME- o] 88k ZAs}e] 3, & ko] £2}7} Ma-
xion2] N. Bayes classifierS o]£3F 4134 3}o]t}. User
18 giAke s & 7% SVME 3 240719 24 Eu]
82 &= %+ N. Bayes Classlﬁer—] Ao 1296709 =
A& dAEA e

W wed 9Eols ABNIET} o8 £
540z A8Y + YAD Al 214 F8
® 847} 3201 A2, A UAE 599 35
dgolehe N9e =9% Aol BE Hols

Ztzke]l 5402 AHgdE 49 BdS gutd s
g Slojd B A7 dAsA "o dAz (a2
71X BAAE AAYE 5 waols AgsiA @
UE A false positive H] & 20% o)ito] Hrh 1
Hu 3% FHoE §AHoz Had A9 1 Hg
2 EoEA I F5 B9HAS AHEAS] 35%09)
FHoe ARRRIET} 30%0)de] He HHow
o] g1 % false positive H] & 14.04%71%] =
A €k

aeu B9 FHE H&L olF =t ojhe &
t Z0]7] flgte] =Qe Zo] vz HF @A)
o [29 819A Ee An o] HFTEHS 93
PATE ARA A5 erlel det 89 FR Hg

_‘&02.03:.

1) o5 A Aol & 7% 7k} dlole] 2 A}43 wzle] 2
8527 Tl A 267H4 wedo] 7} FEulo](common co-
mmand) 2 2] 2]Hc},




102 SVM 7qte] E&H 2947 g

[ T ———————
o
(38 7) 38 ggolo 38

Experment Resull with SVM © Window Size 50, Skdng Window Sire 10, Commom CommandlL35F300

100 —— -— =

Theeshold Leval

(28 8) Voting Engine2| &2}

2 FoEA dq. EE 39 AR vlEo] FolF
oel §A&E Wak dch §AE &9 AR v
£ NE EolELE o) 3long 7} Alo|E
o} 54d me} A JAge AP Agato
o gt

V. ZE 3 g% g7 4

ALY FAE olA7tAg AU"A Folol
Mo TEAA & o F o AZE #3E ATt
F AHEAEe] 87 e 84 AR} 53Y F
AY9R17}F obd7tE FE3E Zo] ok HA Y
274 830 AU AR AUA ohd Azt
230l He Aotk oY EAE FEE AHERE
< AFdhe A HEHa 874, AHY S04
HS 8% ZAE F49A gk o] £A4E HH
Hog #@aA fste ARE =Ee o} wAs
RA 2FQHY o)A Fobd At B#L 24
S AFsAl € Aol oF #A dTE uiEe

2 o] dFelMe AL Hol”HE 71 4A 78 F
A AMEALe] WEHolE olgdtd AEAZVIYE &
Ag A= 91, 8F 7P aRAA ER7IE AL
|51 e SVME E5757]12 o]83to 71&9] 4y
Aol diste] axnHRl gAE & F A=SE &
th. ol& F3td SVMe] A&7 A& Y
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3 Jeole] AMgRIEete 7MY Ged SALE o
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71E9] Aol widte FFE HALES AT
T E7sla E9AR HES AEorg Aldslrd
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A & ded 3 A4, dolE RES FlEe A
ot} Ag-zte] gl= Azl we} Wsslng H
of AHg-® dlolHet LefEl slojEgle] Atojole 1
FA57t 924 HEg oAE ¥ + ojof
atal o] & JUolE BRES Fte] Azhe] 2o
we} AL ZdS YuolE & 4 glojoldich. &4
0 B3 a7 53¢ ddo|tk Q1F A
ot 7IASEe] M 8 EAE b2 vt
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